

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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andump

This is the repository for Andump. If you are looking for the Andump website. Click here [http://andump.e-cyber.ee].

[image: _images/License-GPLv3-blue.svg]License: GPL v3 [https://www.gnu.org/licenses/gpl-3.0]

For Android Data Forensic

The different data storage options available on Android:


	Internal file storage: Store app-private files on the device file system.


	External file storage: Store files on the shared external file system. This is usually for shared user files, such as photos.


	Shared preferences: Store private primitive data in key-value pairs.


	Databases: Store structured data in a private database.




For Library checking:

More here https://enderphan.e-cyber.ee/library/soft-link#object-persistence




Do-na-te

Just in case you love it!

[image: _images/btn_donateCC_LG.gif]paypal [https://www.paypal.com/cgi-bin/webscr?cmd=_donations&business=CFLQ8SMJTDQGJ&currency_code=EUR&source=url]




Plan


	Dump data from Sandbox and external enclaves


	Print all sensitive data along with its file location


	Based on the rules file, this needs to be updated




Internal:


	/data/data




External:


	/mnt/sdcard/Android/data is a softlink to /sdcard/




Shared Preferences
SQLite Databases
Realm Databases
Internal Storage
External Storage




Version

Versions [https://github.com/enderphan94/andump/releases]




Installation

./install.sh








Usage

-ls                   : List installed package
-p <packagename>      : Check if sensitive data stored in internal & external data
-l true -f <file.apk> : Check if insecure library is set
-h                    : Help





Example

For Data Forensic:  ./andump.sh -p com.google.android

For Unreliable libraries: ./andump.sh -l true -d /home/appcode

You want to find your plaint-text password in the entire application structure from out and in sandbox data, you just need to insert them in /src/rules.txt and run ./andump.sh -p com.yourapp.android
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